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RSA Cryptosystem (1978)

The modulus : n = pg, with pand g primes.
Euler's totient function: (n)=(p 1)(g 1).
The keys :

» The public key : ewith gcd(e; (n) = 1.

» The secret key : d inverse of emod (n).
Encryption :

s Plaintext: M with1< M < n.
s Cyphertext: C M€ (mod n).

Decryption : Plaintext: M CY9 (mod n).
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RSA Cryptosystem (1978)

The modulus : n = pg, with pand g primes.
Euler's totient function: (n)=(p 1)(g 1).
Public : n, e, C.

Private : p,g, (n),e M.

Equation :

ed k (n)=1 withunknownsd, k, (n).
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The contin ued fractions

» Setup :
s N2 N.

s €2 N, e< n.

» The problem: nd
s a2 N.

s b2 N.
a e

.DB n.
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The contin ued fractions

o The Euclid algorithm.

» The continued fraction algorithm.
e

> = [ag;a1;, ;a¢] =
1
dp T 1
a + 1
Qb+ .+ —
2 2
s a=Numerator([ag;a1; ;a]):

s b=Denominator([ag;a:; ;&)):

a . e
I o IS a convergent of =
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Legendre's Theorem

» Setup :

s N2 N.

s €2 N, e< n.

e a;b2 N.

a e
» The problem : Is 5 a convergent of ﬁ?
o Theorem : If 28 - then i |s a
' l:)e n 2
convergent of =

A. Nitaj, Cryptanalysis of RSA — p.7/29



Lattices

» Setup:
s Vi;Vo, Vm 2R, | m,linearly
Independents.
s L=2v1 Z:N ZNm.

o Properties:

s dim(L) = m.

s det(L) = T 1, jjviji (via Gram-Schmidt
orthogonalization).
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Mink owskl' s Theorem

& Setup:
s Vi;Vo, Vm 2 R', | m,linearly
Independents.
s L=2Nv1 2N ZNm.

o The problem: Find a short vector.

» Minkowski's TheoreT: Ov 2 L such that
ivi P m det(L).
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The LLL algorithm
Setup: L =2:vy Zv, ZNm.

The problem: Find a short vector.

The LLL algorithm :

» Transforms the basis (vi;Vv2; Vvp) INto a
reduced basis (VI;v5; V).
» Finds a vector v with jjvjj 2"# det(L)w.

» In polynomial time in m.
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Copper smith' s Theorem

» Setup:

s N= Pg
s P, Ssuchthatjp p na.

INT=

o Goal: Find pand q.

s Coppersmith's Theorem: Ifjp  pj  nZ, then
n can be factored in polynomial time.

» Finds petaq.

» Polynomial time in log(n).

A. Nitaj, Cryptanalysis of RSA — p.11/29



May's extension

» Setup:

s N= Pg
s P, suchthatjpu P} nxz.

Bl

o Goal: Find pand q.

o May's extension: If pu P nz with u 6 0
(mod @), then n can be factored.

» Use Coppersmith's Theorem to nd pu.
» Compute p = gcdpu;n).

» Polynomial time in log(n).
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Wiener's attack

Basedon (n) n + continued fractions.
» Setup:

» N = PG

s ewith (e< n).

s Theequation:ed k (n)= 1.

e Goal: Findd, k=) (n),p, g

s Wiener's Theorem (1990): If d < in3, then

. e
IS a convergent of —.

n
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The Boneh-Durf ee attack
Basedon (n)=n+1 (p+ g + lattice reduction

» Setup:

» N = PG
s ewith (e< n).

s The equation: ed k (n) = 1.
e Goal: Findd, k=) (n),p,q.

» Boneh-Durfee Theorem (1999): If d < n%2%
then n can be factored in polynomial time.

A. Nitaj, Cryptanalysis of RSA — p.14/29



Extension attacks

P

Basedon (n) n n+1 2 n.

o The equation: ed k (n) = 1

» Verheul-Van Tilborg (1997) + Dujella (2003):

K .
fd< ni*z, then - is computable from a

d
e

convergent of =

Bl

» de Weger's Theorem (2002): If d < - i -

P g
K e

then — Is a convergent of D—.
d J n+1 2 n
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The Blomer-May attack

(n) n+Continued fraction + Lattice reduction.
& Setup:

s N=pg with (g< p< 209).
s e (e<n).

s The equationex+ y = k (n).

o Goal: Find x, k=) p,q.

I

» Blomer-May Theorem (2004): If0< X
andjy] n 1ex, then n can be factored in
polynomial time.

n

Wl
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Ihe notion of constrained Kkeys

(1/2)
» Setup:

s €< n=pgwith g< p< 2q

» A function F satisfying :
s (1) u2Z, F(u n.
s (2) pu or qu Is computable from F (u).

o Examples: Fora xed ug 2 Q.
s F(u)=p(q u).
s F(U)= p % (q u). This includes
(nN)=(p (g 1)
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Ihe notion of constrained Kkeys
(2/2)
s (1) u2Z, F(u n.

s (2) pu or qu Is computable from F (u).

s De nitions:
s Let F be a function satisfying (1) and (2). The public

key eis F -constrained if there exist
u2 Z;X;Y 2 Nwithgcd X;Y) = 1lsuchthat
Y andjeY F(u)X] are suitably small.

» A public key €is constrained if there exist a function

F satisfying (1) and (2) for which €is F -constrained.
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The new attack (1/2)

» Setup:
s N=pqg with (g< p< 29).
s € (e< n).

s A function F:
s (1) qu 2 Z, F(u) n.
s (2) pu or Is qu computable from F (u).

s Goal:
s Find p, q.
s Equation: eY XF(u)=Z,inX,Y,u,Z.
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The new attack (2/2)
o Equation:eY XF(u)=Z,inX,Y,u,Z.

s (1) qu 2 Z, F(u) n.

s (2) pu or pu is computable from F (u).

s Theidea
X e
Y  F(u)’
X . e
s F(U) n=) v IS a convergent of .
s F(u) £X=) approximation of puor qu

=) Coppersmith-LLL-May =) por g.
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Main result: F1(Uu) = p(gq u)
s Equation:eY XFi{(u)=ZinX,Y,u,/Z.

s Theorem:
s N = pgwith g< p.
sU2Zwithl jJu g L

s pPjUj = nz* . 1
1 . - 2
fY < b oo W *
2 e
ni 1 n z eY
.
1zl F1(u)

then n can be factored in plynomial time.
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The proof: F1(U) = p(gq Uu) (1/2)
s Equation:eY XFi{(u)=ZinX,Y,u,/Z.
s U2Zwithl ju g L
» pjuj = nz*

1
s Y < 1_ﬂ% 2 Fl(U) 2.
2 =

1

2ni 1 n z eY

s |Z]
] F1(u)

A. Nitaj, Cryptanalysis of RSA — p.22/29



The proof: F1(U) = p(g u) (2/2)
» Concept of the proof

» Compute X and Y via the continued

. . e
fraction expansion of .

. eY [/
Writepu=n —+ —.
* P X X

Y
s Compute P = n e_.
X
s Then P pu 2ni.
» Apply Coppersmith's method to nd pu.

» Compute p= gcdn; pu).
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1'ne number or F1(U)-constrained

keys: F1(u) = p(q u)

e Equation:eY XFi{(u)=ZiInX,Y,u,/Z.
s U2Zwithl jJju g 1
» pjuj = nz*

2 | ]

S L

1 X 'Y< =on

NI =

s €= Fy(u)% + hwith gcde; (n)) = 1.

3
4

o Theorem: There are atleast O n
F1(u)-constrained keys.
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The number of FFq-constrained

keys: F1(u) = p(q u)

o Theorem: There are atleastO ni
Fi-constrained keys.

» Concept of the proof:
s AlU2 Zwith1l ju g 1

» pjuj = nz*

I

1 X YK

7 | ]

n

NI =

s €= Fy(u)% + hwith gcde; (n)) = 1.
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Example: F1(U) = p(q u)
Setup:

N = pg= 941096252089/8446256481635828
331078768267327552321>°  10%,

e=847441242103359/359693020368831
503313484314327 n%%>,

Result:

X 36482

The 12th convergent v 2051381

. . Y
Coppersmith-LLL-May with P = n e_.

X
p= 132111069327/034363307/3777
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Analysis of the example

gq= %2 712352308465649934350899
d=e! (mod (n)) n%o7,

Failure of the attacks

S L

Wiener+Verheul-Tilborg+Dujella: d  nx.

3
N
de Weger: d .
P
Boneh-Durfee: d  n%2%2
k e
Blomer-May: For all convergents ” of o

3

jex k (n)] exn 4.
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Conclusion (1/2)

Techniques for cryptanalysis
The continued fraction algorithm

Coppersmith's lattice reduction

Constrained keys

Wiener: d < %n%. Constrained with (n).
de Weger: d < - n -, Constrained with
P g
(n).

Boneh-Durfee: d < n%%°2 Constrained with

(n).
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Conclusion (2/2)

Constrained keys

Blbmer-May: d § with small x and .

Constrained with (n).

The new attack: eY X F(u) = Z with
small X, Y and Z. Constrained with F (u).

There are atleast O n? " F,-constrained
keys.
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